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Objectives

- Develop biometric components for human identification systems.

- Biometric Component Development

face - Recognition
dynamlcs i flovel - Identification
4 - Increased Component Capabilities
' - Understanding of strengths/weaknesses

- Potential Integration

- Provide the scientific foundation for future human identification
research.

data collection & experimentation - Standard evaluation
b “ evaluatlons/comparlsons methodologies
|S /2

- Algorithm understanding

- Experimentation data archive

algorithm _ - Data collection and exchange
development 7 e o protocols
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Defense Utility

 Homeland Defense

— Airport Security
— Terrorist Watch List
— Port of Entry

* Force Protection

* Fixed and Mobile Site
Security

» Military Operations
— Operations Other Than War (OOTW)

— Enemy Prisoner of War Operations
(EPW)

— Security Support (MP)
— Special Operations

* Intelligence Operations

I [ A,

Proven Approach

FERET 1993-1996  Assess ‘State-of-the-Art’

« Face R iti ]

-Eszbu@:ﬁzgnﬁggg Database A . Develop Evaluation Methodology
« Established Standardized Evaluation Methodologies _ Data CO”eCtiOI’]

« Basis of Face Recognition Technology in HumanID

- Experimentation Protocols
- Metrics

Facial Recognition Vendor Test

2000 Develop Technology

* Assessed improvements since FERET

* Evaluated commercial ‘State-of-the-Art’ 2000 ) .

+ Baseline for HumanID Praaram Conduct Experiments and Evaluations

Human iD ai a Disiance Demonstrate Capability
- g [lana: W . .
+ Next generation biometric [ -Operatlonal Scenarios
» Human Identification Science
» Experimentation DB (data/algorithms
« Operational evaluations/scenarios 000-2005
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Human ID State-of-the-Art

'Ag

State-of-the-Art (Sep 2000) HumanlID Goals

*Cooperative Subjects *Non-cooperative Subjects
*Single Mode Biometric *Multi-mode Measurements
Limited Distance (< 10 Feet) Distance to 500 Feet
eldentification/Verification *Person in a Crowd

*Simple Systems Applications e|dentification Science

*Face at a Distance *Multiple modes at a distance

[
Technology Development

2 Stereo
Cameras
- L 3 Active

Face Recognition

Body Dynamics
Recognition

Iris Recognition
Physiological
Psycho-Physics
Advanced Sensors
System Development

Side View

jbn Target
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Airport Security — Passenger Portal

Security Questions:

Ligve &

3D Morphable Models

®

Iris at a Distance

'Ag

- Are you who you say you are?
- Are You on a watch list?

Multi-Component Screening —= ®

v

Improved
Face

-7 ﬂ_.—"'i"llllllmmu I\l\f
/ __\:\\\\\N

Gait
(Body Dynamics)

Security
heckpoint

Boarding Area

Departure Gates

ot

Security Question:

Video
Gait Detection &

Airport Security — Ramp

Omni-Cam

Wide Field of View

Activity Detection
~

'Aq

- Is there suspicious activity on the ramp?
- Are there suspicious personnel on the ramp?

Active Cameras
Face Recognition
jccess Control

!

~~
S

7
/
< Special Sensors
Infrared
RADAR

Low Light/ Foul Weather
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Military Operations

Force Protection E

ID Verification L5 i |

T v
i _

Person-in-a-Crowd T —

Special Operations

Vetting -
Refugee Screening

acility Securit

I -

Tactical

Hative
HumanID Component Technology

e EY 2 H
g
=

Iris

Physiological - based

3D body dynamics

Face

n n Gait / body dynamics

Semi-autonomous all weather day and night multi-modal/multi-biometric systems
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Program Strategy o

Sinile Mode

Multi- Mode m

Advanced Sensors & h’echniques

el A

| System Development

2001 2002 2003 2004 2005

s ‘Ao
Body Dynamics Challenge Problem

Variations in Conditions
Camera 1 Camera2 Large Amount of Data

» <100 Subjects

» <2000 Sequences
* 6 months between collections

Research Challenge

* # of Subjects
« # of Sequences
 Variations in conditions
Concrete Briefcase . Easy
« Difficult
» Base algorithm developed
e USF/NIST

B

Lays the foundation for video intensive problems.
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Pre-HumanID Technology Development
A

Wilder at al., 1996

Face (IR)

FRVT 2000

Notional Performance

Gait (Optical)

Notional Parameters (e.g. range, resolution, illumination, etc.)

Hots ‘Ao

HumanlD Technology Development

A
- Data Collection
Iris - Algorithm Development
- - Experimentation
= Operational Demonstrations
g Face (IR)
- W/MW/LW
: e
8 Non-imaging
© Physiological
c
2
o
Z ’
Body Dynamics

»
Notional Parameters (e.g. range, resolution, illumination, etc.)
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Component Development

Gait
Faile "n.

Video
Still

Gait/

System s

3-D Laser| @ Tl dynamics
2 E Component “ . L A

y Evaluations & “based

. biometrics
Experiments
Hyperspectral

Iris

Hots ‘Ao

How Biometric Performance Is Measured

Identification

Generic Biometric Experiment (cUmulanv?mmensm
F’Identify
Recording Datg /
Sets Rank
Gatrery —, | Biometric {— 1| gimijarity |~ Traditional
oty Matrix Measukgs  Verification/Watch List
A il eceiver O cteristic)
a4 | | <
v

(known) HumanlID Innovative Pbetect
- v\pm /” Measures E\
ase
A

Praise Alarm

v
»

=Multi-dimensional Scaling Resampling Techniques
=Rank Analysis » Bootstrap

1
1

1

1

1

! = Permutation Test
: = Bal aRanlicatg Re-sampling
1

1

1

1

1

1

(unknown)

-
7

X Ix -
’
!
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Data Collection

FERET Facial Recognition
Program Venror 'e“,&:'.ir.‘lr}
A 199 A
Face Face

# Gigabytes |:|
# Subjects .
# Recordings .

1,172.341

‘hBase’
2001 >

107,672

'Ag

Multi-Model

- Face

- Body Dynamics
- Iris

- Physiological

Sensors

- Still

- Video

- Infrared

- Hyper-Spectral
- Radar

Environment

- Inside
- Outside

Foais
Conclusion

» Technology Program

* Broad Spectrum of Activity
Multiple Biometric Modes
Multiple Sensors

Evaluation & Experimentation
In-Situ Demonstrations

— Data Collection
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